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What can you already achieve with 

the available data? 

How can you utilize the availa-

ble data to assess your product’s 

health? 

Which data should be made availa-

ble and why? 









4https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
5https://www.congress.gov/bill/117th-congress/senate-bill/4913







Determines the KPI value as the highest/lowest value of all chosen weighted inputs and pro-

pagates the non-weighted input.

Note that the weights must be defined beforehand and that their sum should always be 1.

Formular:  
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Example(s): 

Determines the KPI value as the arithmetic mean of all inputs.

Example(s): 

Formula:  
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Calculation of the Software Health Score

Determines the KPI value as the weighted sum of all inputs. 

Note that the sum of weights should always be 1. 

Example(s): 

Formula:  
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Calculation of the Security Score as 
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Leverage SPHA‘s customizability by defining a KPI Hierarchy that aligns 
with your specific software development goals and processes. 
Integrating SPHA into existing CI/CD pipelines will maximize its impact.

Implement SPHA as a continuous assessment tool to 
provide ongoing insights into your product’s health. This 
will facilitate proactive management of software quality 
and security.

Utilize SPHA to ensure compliance with evolving 
security standards and laws, such as the Cyber 
Resilience Act (CRA) or Digital Operational Resilience 
Act (DORA).

Explore SPHA‘s potential beyond basic software product health 
assessment by using it to drive continuous process improve-
ment and foster a culture of transparency and accountability 
within your development teams.








